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The increasing threat of biological
weapons
In this New York Times bestselling book, the police
chief who led one of the most suspenseful manhunts
in American history takes readers behind the
headlines into the notorious “D.C. sniper” case that
held the nation spellbound. In October 2002, ordinary
Americans feared for their lives, too frightened to
pump gas at the local station or let their children play
outside. For twenty-three nightmarish days, a series
of random sniper killings terrorized the Washington,
D.C. area and launched the largest manhunt in
American history—under the harsh glare of a media
frenzy. Three Weeks in October follows Charles
Moose’s efforts to crack a seemingly unsolvable case.
As a stunned nation watched, Chief Moose stood tall
in the face of horrific events—a courageous presence
whose tenacity brought snipers John Allen Muhammed
and Lee Boyd Malvo to justice. But this is also the
inspirational story of Moose’s rise from a young
African American cop battling prejudice to a
respected chief of police—who couldn’t stop until he
captured two of the most bizarre killers America has
ever known. “Compelling . . . A very candid story . . .
Well worth reading.”—The Washington Post
“Fascinating.”—The Daily Oklahoman “Gutsy,
endearing, no-nonsense . . . [cuts] through all the
hubbub to show that behind the provocative
headlines was little more than a simple, heartfelt man
just trying to do the best job he could.”—Publishers
Weekly
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Amerithrax Investigative Summary
In both the popular imagination and among
lawmakers and national security experts, there exists
the belief that with sufficient motivation and material
resources, states or terrorist groups can produce
bioweapons easily, cheaply, and successfully. In
Barriers to Bioweapons, Sonia Ben OuagrhamGormley challenges this perception by showing that
bioweapons development is a difficult, protracted,
and expensive endeavor, rarely achieving the
expected results whatever the magnitude of
investment. Her findings are based on extensive
interviews she conducted with former U.S. and Sovietera bioweapons scientists and on careful analysis of
archival data and other historical documents related
to various state and terrorist bioweapons programs.
Bioweapons development relies on living organisms
that are sensitive to their environment and handling
conditions, and therefore behave unpredictably.
These features place a greater premium on
specialized knowledge. Ben Ouagrham-Gormley posits
that lack of access to such intellectual capital
constitutes the greatest barrier to the making of
bioweapons. She integrates theories drawn from
economics, the sociology of science, organization, and
management with her empirical research. The
resulting theoretical framework rests on the idea that
the pace and success of a bioweapons development
program can be measured by its ability to ensure the
creation and transfer of scientific and technical
knowledge. The specific organizational, managerial,
social, political, and economic conditions necessary
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for success are difficult to achieve, particularly in
covert programs where the need to prevent detection
imposes managerial and organizational conditions
that conflict with knowledge production.

Review of the Scientific Approaches Used
During the FBI's Investigation of the
2001 Anthrax Letters
The book explores the central question facing
humanity today: how can we best survive the ten
great existential challenges that are now coming
together to confront us? Besides describing these
challenges from the latest scientific perspectives, it
also outlines and integrates the solutions, both at
global and individual level and concludes
optimistically. This book brings together in one easyto-read work the principal issues facing humanity. It is
written for the two next generations who will have to
deal with the compounding risks they inherit, and
which flow from overpopulation, resource pressures
and human nature. The author examines ten
intersecting areas of activity (mass extinction,
resource depletion, WMD, climate change, universal
toxicity, food crises, population and urban expansion,
pandemic disease, dangerous new technologies and
self-delusion) which pose manifest risks to civilization
and, potentially, to our species’ long-term future. This
isn’t a book just about problems. It is also about
solutions. Every chapter concludes with clear
conclusions and consensus advice on what needs to
be done at global level —but it also empowers
individuals with what they can do for themselves to
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make a difference. Unlike other books, it offers
integrated solutions across the areas of greatest risk.
It explains why Homo sapiens is no longer an
appropriate name for our species, and what should be
done about it.

The Mirage Man
An examination of the role of the media in current
political processes -- not only its role as watchdog
against political wrongs, but also its little-understood
and changing relationship with Congress.

Cybercrime Case Presentation
Bioinsecurity and Vulnerability
This book explores how potential bio-threats and risks
may evolve post 9/11 given the rapid changes in
biotechnology and synthetic biology. It also explores
what role intelligence communities can play in
understanding threats and risks. It argues that
although bio-threats and risks are largely low
probability and high impact in nature, intelligence in
‘Five Eyes’ countries remain insufficiently prepared to
understand them. This book identifies key areas
where intelligence reforms need to take place
including a more strategic and systematic
collaboration between national security/law
enforcement intelligence and the scientific
community. It is aimed at intelligence analysts, those
in the scientific community working on health security
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threats, policy makers and researchers working on
biosecurity and bioterrorism threats and risks.

The Encyclopedia of Unsolved Crimes
In their Second Edition of Cases in Intelligence
Analysis: Structured Analytic Techniques in Action,
accomplished instructors and intelligence
practitioners Sarah Miller Beebe and Randolph H.
Pherson offer robust, class-tested cases studies of
events in foreign intelligence, counterintelligence,
terrorism, homeland security, law enforcement, and
decision-making support. Designed to give analysts-intraining an opportunity to apply structured analytic
techniques and tackle real-life problems, each turnkey
case delivers a captivating narrative, discussion
questions, recommended readings, and a series of
engaging analytic exercises.

Dual Use Science and Technology, Ethics
and Weapons of Mass Destruction
Unsolved Crimes
With the World Health Organization (WHO), the North
Atlantic Treaty Organization (NATO), and the U.S. Blue
Ribbon panel publishing reports on the emerging risks
of biological weaponry in past months, there is a new
sense of urgency regarding biological weapons. In
August 2016, the United Nations Secretary General
Ban Ki Moon told the Security Council that “non-state
actors are actively seeking chemical, biological, and
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nuclear weapons.” This report presents the changing
dynamics of the development and use of biological
weapons and the preparation against them. The
dynamics relate to technological advances in
biotechnology and the concomitant attraction to nonstate actors to use biological agents as weapons due
to their financial appeal and diverse impact. The
relative ease with which biological weapons can be
produced, and the intent of non-state actors to use
biological weapons- based on historical precedent and
recent surge in international terrorism- call for a
renewed focus on this field and an increased effort to
respond to these developments. We provide
illustrations of new policy initiatives in a variety of
countries and outline the current state of play in the
Netherlands, providing a point of departure to discuss
whether the current approach is sufficient to tackle
the upcoming issues.

Forensic Entomology
This volume is based on a multidisciplinary approach
towards biological and chemical threats that can, and
have been previously used in bioterrorism attacks
around the globe. Current knowledge and evidencebased principles from the fields of synthetic biology,
microbiology, plant biology, chemistry, food science,
forensics, tactics, infective medicine, psychology and
others are compiled to address numerous aspects and
the complexity of bioterrorism attacks. The main
focus is on biological threats, especially in the context
of synthetic biology and its emerging findings that
can be observed as possible threat and tool. The book
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examines microorganisms and their possible use in
forensics, i.e. as possible detection tool that could
enable fast and precise detection of possible treats. A
number of plant derived components are also
discussed as possible agents in bioterrorism attacks,
and in relation to infectious disease pathology.
Another integral part is food safety, especially in
terms of large food supply chains, like airline
caterings, institutionalized kitchens etc. Food can be
observed as a possible mean of delivery of various
agents (biological and chemical) for bioterrorism
attacks. Steps on how to recognize specific critical
points in a food supply chain, along with proposed
corrective activities are discussed. Examples from
around the globe, along with the methodological
approach on how to differentiate bioterrorism attacks
from other epidemics are provided. However,
epidemics are also discussed in the context of
migrations, with the special emphasis on the current
refugee migrations that affect not only Europe, but
also the United States. The book will be of interest to
experts from various fields of science as well as
professionals working in the field. The book
encompasses examples and tools developed for
easier, more specific, and faster detection of possible
bioterrorism treats, along with proposed actions for
some aspects of a bioterrorism attack.

Fundamentals of Forensic DNA Typing
This book documents and reveals new information
about the anthrax attacks of 2001. Decker provides
first-hand perspective detailing the new science,
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microbial forensics, and parts of the investigation
unknown to the public.

Manual of Fumigation for Insect Control
Chemistry/Forensic Science Forensic chemistry is a
subdiscipline of forensic science, its principles guide
the analyses performed in modern forensic
laboratories. Forensic chemistry’s roots lie in medicolegal investigation, toxicology and microscopy and
have since led the development of modern forensic
analytic techniques and practices for use in a variety
of applications. Introduction to Forensic Chemistry is
the perfect balance of testing methods and
application. Unlike other competing books on the
market, coverage is neither too simplistic, nor overly
advanced making the book ideal for use in both
undergraduate and graduate courses. The book
introduces chemical tests, spectroscopy, advanced
spectroscopy, and chromatography to students. The
second half of the book addresses applications and
methods to analyze and interpret controlled
substances, trace evidence, questioned documents,
firearms, explosives, environmental contaminants,
toxins, and other topics. The book looks at
innovations in the field over time including the latest
development of new discernible chemical reactions,
instrumental tools, methods, and more. Key features:
Nearly 300 full-color figures illustrating key concepts
and over 20 case studies Addresses all the essential
topics without extraneous or overly advanced
coverage Includes full pedagogy of chapter
objectives, key terms, lab problems, end of chapter
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questions, and additional readings to emphasize key
learning points Includes chemical structures and
useful spectra as examples Fulfils the forensic
chemistry course requirement in FEPAC-accredited
programs Includes a chapter on Chemical, Biological,
Radiological, Nuclear, and Explosive (CBRNE)
materials Comprehensive and accessible, without
being overly technical, Introduction to Forensic
Chemistry will be a welcome addition to the field and
an ideal text designed for both the student user and
professor in mind. Course ancillaries including an
Instructor’s Manual with Test Bank and chapter
PowerPoint® lecture slides are available with
qualified course adoption.

Biodefense in the Age of Synthetic
Biology
Terrorism is a complex phenomenon that cannot be
understood through reading of a number of unrelated
academic articles or a dry overview of the history of
terrorism or the investigative techniques. For A New
Understanding of Terrorism, the Editors have chosen
a different paradigm. They have selected numerous
case studies from actual events that illustrate various
typologies of terrorist actions, be it from a separatist,
nationalist, lone-wolf individual terrorist, religious
fanatics or environmentalist orientation, and they
present these cases within the context of following
the trajectories of the terrorist activity, the terrorist
act itself and, the response to the event from the
relevant authorities. Some chapters concentrate on
terrorist attacks that actually took place, others
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speculate about the possibilities of an attack
occurring sometime in the future, such as the
chapters on the Olympic Games, Aviation or Rail
Security. When possibilities rather than a specific
event are discussed, the authors of these chapters
draw the attention of the reader towards the same
direction—the reasoning, the actual event and the
response that followed. The thorough analysis of the
presented case studies and the applied countermeasures will, hopefully, if not curtail then possibly at
least mitigate the operational and ideological strength
of terrorist groups or individual actors. A New
Understanding of Terrorism will enable the reader to
make the connection between the emotional charge
inherent in any terrorist activity, the cold-blooded
tactics that lead to the terrorist event itself and the
pragmatic and very straightforward, but at the same
time very simplistically designed, strategic response
that has to come from a synergy between academics,
military and law enforcement brainstorming design in
order to be more effective in the future. ABOUT THE
EDITORS: M.R. (Maki) Haberfeld is a Professor of
Police Science at John Jay College of Criminal Justice
in New York City. She has worked for the U.S. Drug
Enforcement Administration, in the New York Field
Office, as a special consultant. Prior to that she has
served in a counter-terrorist unit in the Israeli Defense
Forces and she left the army at the rank of Sergeant.
She was also a lieutenant in the Israel National Police.
For the past eight years, Dr. Haberfeld has been
involved in developing, coordinating and teaching in a
special training program for the New York City Police
Department, where she teaches courses in police
ethics, leadership and counter-terrorism. She was also
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an Academic Coordinator of the Law Enforcement
Executive Police Institute for the State of New York,
where she taught modules on counter-terrorism
response. Agostino von Hassell is the president of The
Repton Group LLC, a New York City based consulting
group that deals mostly with national security issues.
He has written numerous political and historical
articles and is the author of two major military
histories, Warriors: The United States Marine Corps
and Strike Force: Marine Corps Special Operations. In
2003, he published a pictorial portrait of the United
States—In Honor of America. He has taught as an
adjunct professor in the graduate program of John Jay
College of Criminal Justice in New York, teaching
members of the New York City Police Department in
subjects such as counter-terrorism and leadership. He
is a life member of the United States Marine Corps
Combat Correspondents, the National Defense
Industry Association, the Association of Former
Intelligence Officers and the Authors’ Guild.

Cyber Crime and Cyber Terrorism
Investigator's Handbook
An inside account of the fight to contain the world’s
deadliest diseases--and the panic and corruption that
make them worse Throughout history, humankind’s
biggest killers have been infectious diseases: the
Black Death, the Spanish Flu, and AIDS alone account
for over one hundred million deaths. We ignore this
reality most of the time, but when a new
threat--Ebola, SARS, Zika--seems imminent, we send
our best and bravest doctors to contain it. People like
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Dr. Ali S. Khan. In his long career as a public health
first responder--protected by a thin mask from
infected patients, napping under nets to keep out
scorpions, making life-and-death decisions on limited,
suspect information--Khan has found that rogue
microbes will always be a problem, but outbreaks are
often caused by people. We make mistakes, politicize
emergencies, and, too often, fail to imagine the
consequences of our actions. The Next Pandemic is a
firsthand account of disasters like anthrax, bird flu,
and others--and how we could do more to prevent
their return. It is both a gripping story of our brushes
with fate and an urgent lesson on how we can keep
ourselves safe from the inevitable next pandemic.

The Science and Applications of
Microbial Genomics
Scientific advances over the past several decades
have accelerated the ability to engineer existing
organisms and to potentially create novel ones not
found in nature. Synthetic biology, which collectively
refers to concepts, approaches, and tools that enable
the modification or creation of biological organisms, is
being pursued overwhelmingly for beneficial purposes
ranging from reducing the burden of disease to
improving agricultural yields to remediating pollution.
Although the contributions synthetic biology can
make in these and other areas hold great promise, it
is also possible to imagine malicious uses that could
threaten U.S. citizens and military personnel. Making
informed decisions about how to address such
concerns requires a realistic assessment of the
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capabilities that could be misused. Biodefense in the
Age of Synthetic Biology explores and envisions
potential misuses of synthetic biology. This report
develops a framework to guide an assessment of the
security concerns related to advances in synthetic
biology, assesses the levels of concern warranted for
such advances, and identifies options that could help
mitigate those concerns.

Barriers to Bioweapons
This book deals with the problem of dual-use science
research and technology. It first explains the concept
of dual use and then offers analyses of collective
knowledge and collective ignorance. It goes on to
present a theory of collective responsibility, followed
by four chapters focusing on a particular scientific
field or industry of dual use concern: the chemical
industry, the nuclear industry, cyber-technology and
the biological sciences. The problem of dual-use
science research and technology arises because such
research and technology has the potential to be used
for great evil as well as for great good. On the one
hand, knowledge is a necessary condition, and
perhaps a constitutive feature, of technologies that
contribute greatly to individual and collective wellbeing. Consider, for example, nuclear technology that
enables the generation of low cost electricity in
populations without obvious alternative energy
sources. So technological knowledge is a good thing
and ignorance of it a bad thing. On the other hand,
these same technologies can be extremely harmful to
individuals and collectives, as with the atomic bombs
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dropped on Hiroshima and Nagasaki. So, at least with
respect to some technologies evidently knowledge is
a bad thing and ignorance a good thing. Accordingly,
the question arises as to whether we ought to limit
scientific research and/or the development of
technology and, if so, which research or technology,
in what manner and to what extent. This book
examines the answer to that question.

Surviving the 21st Century
Using the authors many years of experience in
emergency services and his skills as a hazardous
materials consultant, prepares the first responder to
handle everything from re-establishing control and onscene triage to investigating the crime. Including
information on pre-incident and avoidance tactics, the
author also discusses monitoring and detection
techniques, protective equipment and
decontamination, and an extensive list of resource
organizations and training opportunities. This up-todate 3rd edition is written to provide concise
information for emergency responders who might be
called upon to confront explosive, chemical, nuclear,
biological, or incendiary acts of terrorism.

Recounting the Anthrax Attacks
Life today is rife with rapid-fire 'high alert' responses,
a proliferating trend that is especially pronounced in
the US. September 11, 2001 looms as an inescapable
spectral presence, defining an important baseline for
the ramping up of biosecurity measures. However, the
Page 15/33

Read PDF I2 Analysts Notebook 8 Amerithrax Us
Anthrax Letter
contributors to this volume argue against biosecurity
as the new status quo by focusing instead on the ugly
underbelly.

Eating Aliens
Biosecurity and Bioterrorism is the first book to take a
holistic approach to biosecurity with coverage of
pathogens, prevention and response methodology.
The book is organized into four thematic sections:
Part I provides a conceptual understanding of
biowarfare, bioterrorism and the laws we have to
counteract this; Part II investigates known bioagents
and the threat from emerging diseases; Part III
focuses on agricultural terrorism and food security;
Part IV outlines international, US, and local initiatives
for biodefense and biosecurity. Case studies illustrate
biodefense against both intentional terrorism and
natural outbreaks. The authors bring an extraordinary
combination of experience in academia and the
clinical world, as well as real-world experience in
technical and practical matters, to their writing. They
make technical material clear and fascinating for
readers with a basic knowledge of biology. Ryan and
Glarum address the hazards in the context of
vulnerability assessments and the planning strategies
government and industry can take to prepare for and
respond to such events. * How are these agents used
in biowarfare? * How likely are we to face either a
natural outbreak or intentional human/animal
infection? * How can we prepare for this effectively?

Microbial Forensics
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Explores the Nexus Formed When Malevolent Actors
Access Malignant Means Written for professionals,
academics, and policymakers working at the forefront
of counterterrorism efforts, Jihadists and Weapons of
Mass Destruction is an authoritative and
comprehensive work addressing the threat of
weapons of mass destruction (WMD) in the hands of
jihadists, both historically and looking toward the
future threat environment. Providing insight on one of
the foremost security issues of the 21st century, this
seminal resource effectively: Documents current
trends in the ideology, strategy, and tactics of
jihadists as these relate to WMD Includes a section
devoted to jihadist involvement with chemical,
biological, radiological, and nuclear weapons Explores
the role of intelligence, law enforcement, and
policymakers in anticipating, deterring, and mitigating
WMD attacks Provides an overview of nonproliferation
policies designed to keep WMD out of the hands of
jihadists Conducts a groundbreaking quantitative
empirical analysis of jihadist behavior Elicits leading
experts’ estimates of the future WMD threat from
jihadists Leading international experts clearly
differentiate between peaceful Muslims and jihadists,
exploring how jihadists translate their extreme and
violent ideology into strategy. They also focus on
WMD target selection and the spread of WMD
knowledge in jihadist communities. Devoid of
sensationalism, this multidimensional evaluation adds
a heightened level of sophistication to our
understanding of the prospects for and nature of
jihadist WMD terrorism. About the Editors Gary
Ackerman is Research Director of the National
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Consortium for the Study of Terrorism and Responses
to Terrorism (START), a Department of Homeland
Security National Center of Excellence based at the
University of Maryland. His research work focuses on
threat assessment and terrorism involving
unconventional weapons. Jeremy Tamsett is a
consultant for Henley-Putnam University and an
analyst at the Center for Terrorism and Intelligence
Studies (CETIS), a research center dedicated to
identifying, better comprehending, and accurately
assessing the present and future security threats
stemming from a variety of violence-prone extremists
and their enablers. He has served as Project Manager
for the U.S. Government funded Critical Infrastructure
Terrorist Attack database and Global Terrorism
Database (GTD).

A New Understanding of Terrorism
Discusses such well-known unsolved crimes as the
identity of Jack the Ripper, JFK's killer, and the
murderer of JonBenet Ramsey.

Introduction to Forensic Chemistry
This first volume of a two-volume set describes
general aspects, such as the historical view on the
topic, the role of information distribution and
preparedness of health-care systems and
preparedness in emergency cases. Part two describes
and discusseses in detail the pathogens and toxins
that are potentially used for biological attacks. As
such, the book is a valuable resource for faculties
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engaged in molecular biology, genetic engineering,
neurology, biodefense, biosafety & biosecurity,
virology, and infectious disease programs, as well as
professional medical research organizations.

21st Century Prometheus
Over 800 entries examine the facts, evidence, and
leading theories of a variety of unsolved murders,
robberies, kidnappings, serial killings,
disappearances, and other crimes.

Defence Against Bioterrorism
North America is under attack by a wide range of
invasive animals, pushing native breeds to the brink
of extinction. Combining thrilling hunting adventures,
a keen culinary imagination, and a passionate
defense of the natural environment, Eating Aliens
chronicles Landers’ quest to hunt 12 invasive animal
species and turn them into delicious meals. Get ready
to dig into tacos filled with tasty black spiny-tailed
iguana!

Jihadists and Weapons of Mass
Destruction
For the first time, Pulitzer Prize–winning journalist
David Willman tells the whole gripping story of the
hunt for the anthrax killer who terrorized the country
in the dark days that followed the September 11th
attacks. Letters sent surreptitiously from a mailbox in
New Jersey to media and political figures in New York,
Page 19/33

Read PDF I2 Analysts Notebook 8 Amerithrax Us
Anthrax Letter
Florida, and Washington D.C. killed five people and
infected seventeen others. For years, the case
remained officially unsolved—and it consumed the FBI
and became a rallying point for launching the Iraq
War. Far from Baghdad, at Fort Detrick, Maryland,
stood Bruce Ivins: an accomplished microbiologist at
work on patenting a next-generation anthrax vaccine.
Ivins, it turned out, also was a man the FBI consulted
frequently to learn the science behind the attacks.
The Mirage Man reveals how this seemingly harmless
if eccentric scientist hid a sinister secret life from his
closest associates and family, and how the trail of
genetic and circumstantial evidence led inexorably to
him. Along the way, Willman exposes the faulty
investigative work that led to the public smearing of
the wrong man, Steven Hatfill, a scientist specializing
in biowarfare preparedness whose life was upended
by media stakeouts and op-ed-page witch hunts.
Engrossing and unsparing, The Mirage Man is a
portrait of a deeply troubled scientist who for more
than twenty years had unlimited access to the U.S.
Army’s stocks of deadly anthrax. It is also the story of
a struggle for control within the FBI investigation, the
missteps of an overzealous press, and how a cadre of
government officials disregarded scientific data while
spinning the letter attacks into a basis for war. As The
Mirage Man makes clear, America must, at last, come
to terms with the lessons to be learned from what
Bruce Ivins wrought. The nation’s security depends on
it. From the Hardcover edition.

The Demon in the Freezer
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Less than a month after the September 11, 2001
attacks, letters containing spores of anthrax bacteria
(Bacillus anthracis, or B. anthracis) were sent through
the U.S. mail. Between October 4 and November 20,
2001, 22 individuals developed anthrax; 5 of the
cases were fatal. During its investigation of the
anthrax mailings, the FBI worked with other federal
agencies to coordinate and conduct scientific
analyses of the anthrax letter spore powders,
environmental samples, clinical samples, and samples
collected from laboratories that might have been the
source of the letter-associated spores. The agency
relied on external experts, including some who had
developed tests to differentiate among strains of B.
anthracis. In 2008, seven years into the investigation,
the FBI asked the National Research Council (NRC) of
the National Academy of Sciences (NAS) to conduct
an independent review of the scientific approaches
used during the investigation of the 2001 B. anthracis
mailings. Review of the Scientific Approaches Used
During the FBI's Investigation of the Anthrax Letters
evaluates the scientific foundation for the techniques
used by the FBI to determine whether these
techniques met appropriate standards for scientific
reliability and for use in forensic validation, and
whether the FBI reached appropriate scientific
conclusions from its use of these techniques. This
report reviews and assesses scientific evidence
considered in connection with the 2001 Bacillus
anthracis mailings.

Library as Safe Haven
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This report is a comprehensive overview of oversight
conducted over the past decade to measure how well
DHS is achieving its mission, operating its programs,
spending taxpayer funds, complying with the law, and
respecting the boundaries established to limit the
federal government and protect the rights of law
abiding U.S. citizens. Created after the September 11,
2001 terrorist attacks, DHS is the result of the largest
reorganization of government in more than a half
century. Today, the Department's spends
approximately $61 billion annually and employs more
than 240,000 people. It includes many different
components, directorates, offices, and programs with
a broad range of missions. This report reviews each of
DHS's five main missions, where it is falling short with
each, and provides recommendations to make the
Department more efficient and effective. The analysis
is based upon independent information and evidence
as well as oversight conducted by my office and other
watchdogs. Where necessary, this report notes where
additional oversight is needed to improve
transparency and understanding of DHS's programs
and performance.

A Review of the Department of
Homeland Security's Missions and
Performance
Over the past several decades, new scientific tools
and approaches for detecting microbial species have
dramatically enhanced our appreciation of the
diversity and abundance of the microbiota and its
dynamic interactions with the environments within
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which these microorganisms reside. The first bacterial
genome was sequenced in 1995 and took more than
13 months of work to complete. Today, a
microorganism's entire genome can be sequenced in
a few days. Much as our view of the cosmos was
forever altered in the 17th century with the invention
of the telescope, these genomic technologies, and the
observations derived from them, have fundamentally
transformed our appreciation of the microbial world
around us. On June 12 and 13, 2012, the Institute of
Medicine's (IOM's) Forum on Microbial Threats
convened a public workshop in Washington, DC, to
discuss the scientific tools and approaches being used
for detecting and characterizing microbial species,
and the roles of microbial genomics and
metagenomics to better understand the culturable
and unculturable microbial world around us. Through
invited presentations and discussions, participants
examined the use of microbial genomics to explore
the diversity, evolution, and adaptation of
microorganisms in a wide variety of environments;
the molecular mechanisms of disease emergence and
epidemiology; and the ways that genomic
technologies are being applied to disease outbreak
trace back and microbial surveillance. Points that
were emphasized by many participants included the
need to develop robust standardized sampling
protocols, the importance of having the appropriate
metadata, data analysis and data management
challenges, and information sharing in real time. The
Science and Applications of Microbial Genomics
summarizes this workshop.
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Three Weeks in October
Fundamentals of Forensic DNA Typing is written with
a broad viewpoint. It examines the methods of current
forensic DNA typing, focusing on short tandem
repeats (STRs). It encompasses current forensic DNA
analysis methods, as well as biology, technology and
genetic interpretation. This book reviews the methods
of forensic DNA testing used in the first two decades
since early 1980’s, and it offers perspectives on
future trends in this field, including new genetic
markers and new technologies. Furthermore, it
explains the process of DNA testing from collection of
samples through DNA extraction, DNA quantitation,
DNA amplification, and statistical interpretation. The
book also discusses DNA databases, which play an
important role in law enforcement investigations. In
addition, there is a discussion about ethical concerns
in retaining DNA profiles and the issues involved when
people use a database to search for close relatives.
Students of forensic DNA analysis, forensic scientists,
and members of the law enforcement and legal
professions who want to know more about STR typing
will find this book invaluable. Includes a glossary with
over 400 terms for quick reference of unfamiliar
terms as well as an acronym guide to decipher the
DNA dialect Continues in the style of Forensic DNA
Typing, 2e, with high-profile cases addressed in
D.N.A.Boxes-- "Data, Notes & Applications" sections
throughout Ancillaries include: instructor manual Web
site, with tailored set of 1000+ PowerPoint slides
(including figures), links to online training websites
and a test bank with key
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American Anthrax
The use of forensic entomology has become
established as a global science. Recent efforts in the
field bridge multiple disciplines including, but not
limited to, microbiology, chemistry, genetics, and
systematics as well as ecology and evolution. The first
book of its kind, Forensic Entomology: International
Dimensions and Frontiers provides an inc

Counter-Terrorism for Emergency
Responders
"Meticulous in its research, forensic in its reasoning,
robust in its argument, and often hilarious in its
debunking a highly entertaining rumble with the
century's major conspiracy theorists and their
theories." --John Lahr, National Book Critics Circle
Award-winning author of Tennessee Williams From an
award-winning journalist, a history so funny, so true,
so scary, it's bound to be called a conspiracy. Our age
is obsessed by the idea of conspiracy. We see it
everywhere- from Pearl Harbor to 9/11, from the
assassination of Kennedy to the death of Diana. In
this age of terrorism we live in, the role of conspiracy
is a serious one, one that can fuel radical or fringe
elements to violence. For David Aaronovitch, there
came a time when he started to see a pattern among
these inflammatory theories. these theories used
similarly murky methods with which to insinuate their
claims: they linked themselves to the supposed
conspiracies of the past (it happened then so it can
happen now); they carefully manipulated their
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evidence to hide its holes; they relied on the authority
of dubious academic sources. Most important, they
elevated their believers to membership of an elite- a
group of people able to see beyond lies to a higher
reality. But why believe something that entails
stretching the bounds of probability so far? In this
entertaining and enlightening book, he examines why
people believe conspiracy theories, and makes an
argument for a true skepticism: one based on a
thorough knowledge of history and a strong dose of
common sense.

Defense Against Biological Attacks
From Jeanne Guillemin, one of the world's leading
experts on anthrax and bioterrorism, the definitive
account of the anthrax investigation It was the most
complex case in FBI history. In what became a sevenyear investigation that began shortly after 9/11—with
America reeling from the terror attacks of al
Qaeda—virulent anthrax spores sent through the mail
killed Bob Stevens, a Florida tabloid photo editor. His
death and, days later, the discovery in New York and
Washington, D.C. of letters filled with anthrax sent
shock waves through the nation. Federal agencies
were blindsided by the attacks, which eventually
killed five people. Taken off guard, the FBI struggled
to combine on-the-ground criminal investigation with
progress in advanced bioforensic analyses of the
letters' contents. While the criminal eluded justice,
disinformation swirled around the letters, erroneously
linking them to Iraq's WMD threat and foreign
bioterrorism. Without oversight, billions were lavished
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on biomedical defenses against anthrax and other
exotic diseases. Worst of all, faith in federal justice
faltered. American Anthrax is a gripping tale of terror,
intrigue, madness, and cover-up.

Biosecurity and Bioterrorism
“A prescient and important book. . . .
Fascinating.”—The New York Review of Books No
single invention of the last half century has changed
the way we live now as much as the Internet.
Alexander Klimburg was a member of the generation
for whom it was a utopian ideal turned reality: a place
where ideas, information, and knowledge could be
shared and new freedoms found and enjoyed. Two
decades later, the future isn’t so bright any more:
increasingly, the Internet is used as a weapon and a
means of domination by states eager to exploit or
curtail global connectivity in order to further their
national interests. Klimburg is a leading voice in the
conversation on the implications of this dangerous
shift, and in The Darkening Web, he explains why we
underestimate the consequences of states’ ambitions
to project power in cyberspace at our peril: Not only
have hacking and cyber operations fundamentally
changed the nature of political conflict—ensnaring
states in a struggle to maintain a precarious peace
that could rapidly collapse into all-out war—but the
rise of covert influencing and information warfare has
enabled these same global powers to create and
disseminate their own distorted versions of reality in
which anything is possible. At stake are not only our
personal data or the electrical grid, but the Internet as
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we know it today—and with it the very existence of
open and democratic societies. Blending anecdote
with argument, Klimburg brings us face-to-face with
the range of threats the struggle for cyberspace
presents, from an apocalyptic scenario of debilitated
civilian infrastructure to a 1984-like erosion of privacy
and freedom of expression. Focusing on different
approaches to cyber-conflict in the US, Russia and
China, he reveals the extent to which the battle for
control of the Internet is as complex and perilous as
the one surrounding nuclear weapons during the Cold
War—and quite possibly as dangerous for humanity
as a whole. Authoritative, thought-provoking, and
compellingly argued, The Darkening Web makes clear
that the debate about the different aspirations for
cyberspace is nothing short of a war over our global
values.

Voodoo Histories
Libraries have always played a special role in times of
disaster by continuing to provide crucial information
and services.

Premediation: Affect and Mediality After
9/11
In an era of heightened securitization, print, televisual
and networked media have become obsessed with
the 'pre-mediation' of future events. In response to
the shock of 9/11, socially networked US and global
media worked to pre-mediate collective affects of
anticipation and connectivity, while also perpetuating
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low levels of apprehension or fear.

Cases in Intelligence Analysis
Now in paperback--the timely and terrifying
investigation into the dark underworld of biological
weapons from the #1 "New York Times" bestselling
author of "The Hot Zone."

Congress and the News Media
Cyber Crime and Cyber Terrorism Investigator’s
Handbook is a vital tool in the arsenal of today’s
computer programmers, students, and investigators.
As computer networks become ubiquitous throughout
the world, cyber crime, cyber terrorism, and cyber
war have become some of the most concerning topics
in today’s security landscape. News stories about
Stuxnet and PRISM have brought these activities into
the public eye, and serve to show just how effective,
controversial, and worrying these tactics can become.
Cyber Crime and Cyber Terrorism Investigator’s
Handbook describes and analyzes many of the
motivations, tools, and tactics behind cyber attacks
and the defenses against them. With this book, you
will learn about the technological and logistic
framework of cyber crime, as well as the social and
legal backgrounds of its prosecution and
investigation. Whether you are a law enforcement
professional, an IT specialist, a researcher, or a
student, you will find valuable insight into the world of
cyber crime and cyber warfare. Edited by experts in
computer security, cyber investigations, and counterPage 29/33
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terrorism, and with contributions from computer
researchers, legal experts, and law enforcement
professionals, Cyber Crime and Cyber Terrorism
Investigator’s Handbook will serve as your best
reference to the modern world of cyber crime. Written
by experts in cyber crime, digital investigations, and
counter-terrorism Learn the motivations, tools, and
tactics used by cyber-attackers, computer security
professionals, and investigators Keep up to date on
current national and international law regarding cyber
crime and cyber terrorism See just how significant
cyber crime has become, and how important cyber
law enforcement is in the modern world

The Darkening Web
Microbial Forensics, Third Edition, serves as a
complete reference on the discipline, describing the
advances, challenges and opportunities that are
integral in applying science to help solve future
biocrimes. New chapters include: Microbial Source
Tracking, Clinical Recognition, Bioinformatics, and
Quality Assurance. This book is intended for a wide
audience, but will be indispensable to forensic
scientists and researchers interested in contributing
to the growing field of microbial forensics. Biologists
and microbiologists, the legal and judicial system, and
the international community involved with Biological
Weapons Treaties will also find this volume
invaluable. Presents new and expanded content that
includes a statistical analysis of forensic data, legal
admissibility and standards of evidence Discusses
actual cases of forensic bioterrorism Includes
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contributions from editors and authors who are
leading experts in the field, with primary experience
in the application of this fast-growing discipline

Intelligence, Biosecurity and
Bioterrorism
This is a print on demand edition of a hard to find
publication. Sets forth the evidence that was
developed in the Amerithrax investigation. In the fall
of 2001, anthrax letter attacks killed five people and
sickened 17 others. Traditional law enforcement
techniques were combined with scientific analysis to
trace the anthrax used in the attacks to a particular
flask of material. By 2007, investigators determined
that a single spore-batch created and maintained by
Dr. Bruce Ivins at the U.S. Army Med. Res. Inst. of
Infectious Diseases was the parent material for the
letter spores. Evidence concluded that Dr. Ivins,
alone, mailed the anthrax letters. However, before the
indictment process, Ivins committed suicide and died
on July 29, 2008. Investigations confirm that Ivins
perpetrated the anthrax letter attacks.

The Next Pandemic
Cybercrime Case Presentation is a "first look" excerpt
from Brett Shavers' new Syngress book, Placing the
Suspect Behind the Keyboard. Case presentation
requires the skills of a good forensic examiner and
great public speaker in order to convey enough
information to an audience for the audience to place
the suspect behind the keyboard. Using a variety of
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visual aids, demonstrative methods, and analogies,
investigators can effectively create an environment
where the audience fully understands complex
technical information and activity in a chronological
fashion, as if they observed the case as it happened.
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